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Abstract

Differential privacy (DP) is widely employed in machine learning to protect confidential or sensitive training data from being revealed. As
data owners gain greater control over their data due to personal data ownership, they are more likely to set their own privacy
requirements, necessitating individualized DP (IDP) to fulfil such requests. In particular, owners of data from more sensitive subsets,
such as positive cases of stigmatized diseases, likely set stronger privacy requirements, as leakage of such data could incur more serious
societal impact. However, existing IDP algorithms induce a critical utility imbalance problem: Data from owners with stronger privacy
requirements may be severely underrepresented in the trained model, resulting in poorer performance on similar data from subsequent
users during deployment. In this paper, we analyze this problem and propose the INO-SGD algorithm, which strategically down-weights
data within each batch to improve performance on the more private data across all iterations. Notably, our algorithm is specially
designed to satisfy IDP, while existing techniques addressing utility imbalance neither satisfy IDP nor can be easily adapted to do so.
Lastly, we demonstrate the empirical feasibility of our approach.
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Core Task Landscape

This paper addresses: Addressing Utility Imbalance under Individualized Differential Privacy

A total of 41 papers were analyzed and organized into a taxonomy with 10 categories.

Taxonomy Overview
The research landscape has been organized into the following main categories:
¢ Individualized and Personalized Privacy Mechanisms
* Fairness and Utility Imbalance under Differential Privacy
« Privacy-Utility Trade-offs and Empirical Interactions
* Domain-Specific and Application-Oriented DP Frameworks

Complete Taxonomy Tree
¢ Addressing Utility Imbalance under Individualized Differential Privacy Survey Taxonomy
« Individualized and Personalized Privacy Mechanisms
o Personalized Local Differential Privacy for Data Collection (4 papers)
o [12] Local differential privacy-based federated learning under personalized settings (Xia Wu, 2023) View paper
o [14] {Utility-optimized} local differential privacy mechanisms for distribution estimation (Takao Murakami, 2019) View paper
o [15] AdaPDP: Adaptive Personalized Differential Privacy (Ben Niu, 2021) View paper
o [20] Local Differential Privacy Preservation via the Novel Encoding Method (Niu Zhang, 2023) View paper
o Personalized Privacy in Federated Learning (7 papers)
o [2] Adaptive utility optimization for personalized local differential privacy (Linhai Cheng, 2025) View paper
o [4] Enhancing Convergence, Privacy and Fairness for Wireless Personalized Federated Learning: Quantization-Assisted Min-Max
Fair Scheduling (Xiyu Zhao, 2025) View paper
o [6] Personalized privacy-preserving federated learning: Optimized trade-off between utility and privacy (Jinhao Zhou, 2022) View
paper
o [17] Fairness-Aware Client Selection and Payment Determination for Differentially Private Federated Learning (Zhao Xin, 2025) Vie
W paper
o [23] Optimizing Federated Learning with Local Differential Privacy: A Game-Theoretic Approach for Privacy-Utility Tradeoff
(QingKui Zeng, 2090) View paper
o [25] Crowdsourcing in federated learning: a scalable approach to collaborative model training (D.V.S. Rashmika, 2025) View paper
o [33] PLFa-FL: Personalized Local Differential Privacy for Fair Federated Learning (Hongyun Cai, 2024) View paper
o Individualized Privacy for Centralized Learning (3 papers)
o [18] Protecting Regression Models With Personalized Local Differential Privacy (Xiaoguang Li, 2022) View paper
o [36] Individualized PATE: Differentially Private Machine Learning with Individual Privacy Guarantees (Franziska Boenisch, 2022) Vi
ew paper
o [39] Heterogeneous Differential Privacy (Mohammad Alaggan, 2015) View paper
 Fairness and Utility Imbalance under Differential Privacy
o Utility Imbalance and Subgroup Disparity Analysis % (5 papers)
o [0] INO-SGD: Addressing Utility Imbalance under Individualized Differential Privacy (Anon et al., 2026) View paper
o [5] Neither private nor fair: Impact of data imbalance on utility and fairness in differential privacy (Tom Farrand, 2020) View paper
o [8] Privacy at a Price: Exploring its Dual Impact on Al Fairness (Yang Mengmeng, 2024) View paper
° [11] On the Fairness of Privacy Protection: Measuring and Mitigating the Disparity of Group Privacy Risks for Differentially Private
Machine Learning (Yang Zhi, 2025) View paper
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o [24] Don't Hash Me Like That: Exposing and Mitigating Hash-Induced Unfairness in Local Differential Privacy (Berkay Kemal
Balioglu, 2025) View paper

o Joint Fairness and Privacy Optimization in Federated Learning (6 papers)

o [10] FedFDP: Fairness-Aware Federated Learning with Differential Privacy (Ling, 2024) View paper

o [16] Utility fairness for the differentially private federated-learning-based wireless IoT networks (Sheeraz A. Alvi, 2022) View paper

o [28] Fairness and Privacy Guarantees in Federated Contextual Bandits (Solanki, 2024) View paper

o [31] Federated Learning Meets Fairness and Differential Privacy (P. Manisha, 2021) View paper

o [35] Fair Differentially Private Federated Learning Framework (Varshney, 2023) View paper

o Fairness-Aware Mechanisms for Centralized DP Models (9 papers)

o [3] FairDP: Achieving Fairness Certification with Differential Privacy (Khang Tran, 2023) View paper

> [9] Achieving Hilbert-Schmidt Independence Under RA®©nyi Differential Privacy for Fair and Private Data Generation (Panagiotou,
2025) View paper

o [19] Achieving Differential Privacy and Fairness in Logistic Regression (Depeng Xu, 2019) View paper

o [21] Fairness Meets Privacy: Integrating Differential Privacy and Demographic Parity in Multi-class Classification (Lilian Say, 2025)
View paper

o [27] Privacy for Fairness: Information Obfuscation for Fair Representation Learning with Local Differential Privacy (Xie, 2024) View
paper

o [32] Differentially Private Fair Binary Classifications (Hrad Ghoukasian, 2024) View paper

o [38] Achieving Differential Privacy and Fairness in Machine Learning (Depeng Xu, 2021) View paper

o [40] Differential Privacy for Fair Deep Learning Models (Ahmed El Ouadrhiri, 2021) View paper

o [41] Differentially Private and Fair Classification via Calibrated Functional Mechanism (Jiahao Ding, 2020) View paper

o Post-Processing and Fairness in DP Outputs (2 papers)

o [1] Privacy and Fairness Analysis in the Post-Processed Differential Privacy Framework (Ying Zhao, 2025) View paper

o [34] On the Impact of Output Perturbation on Fairness in Binary Linear Classification (Perrot, 2024) View paper

 Privacy-Utility Trade-offs and Empirical Interactions (2 papers)
o [30] Privacy-Utility-Bias Trade-offs for Privacy-Preserving Recommender Systems (Shiva Parsarad, 2025) View paper
> [37] (Local) Differential Privacy has NO Disparate Impact on Fairness (HA©ber H. Arcolezi, 2023) View paper
¢ Domain-Specific and Application-Oriented DP Frameworks

o Blockchain and Crowdsourcing with DP (3 papers)

o [7] On Fair Ordering and Differential Privacy (Cohen, 2025) View paper

o [22] Privacy-First Crowdsourcing: Blockchain and Local Differential Privacy in Crowdsourced Drone Services (Junaid Akram, 2024)
View paper

o [26] Research on a Blockchain Adaptive Differential Privacy Mechanism for Medical Data Protection (Wang Feier, 2025) View paper

° Domain-Aware DP for Sensitive Applications (1 papers)

o [29] FedMentor: Domain-Aware Differential Privacy for Heterogeneous Federated LLMs in Mental Health (Dipta, 2025) View paper

Narrative

Core task: Addressing utility imbalance under individualized differential privacy. The field has evolved around four main branches that
reflect distinct but interconnected concerns. The first branch, Individualized and Personalized Privacy Mechanisms, develops frameworks
that allow heterogeneous privacy budgets across users, enabling personalized protection levels as seen in works like Utility-Optimized
Local Privacy[14] and Personalized Privacy Federated[6]. The second branch, Fairness and Utility Imbalance under Differential Privacy,
examines how privacy mechanisms can inadvertently create disparities in model utility across subgroups, with studies such as Neither
Private Nor Fair[5] and FairDP[3] highlighting these tensions. The third branch focuses on Privacy-Utility Trade-offs and Empirical
Interactions, exploring how different privacy regimes affect learning performance and convergence, while the fourth branch addresses
Domain-Specific and Application-Oriented DP Frameworks, tailoring differential privacy to federated learning, crowdsourcing, and other
specialized settings.

Recent work has intensified around the interplay between personalized privacy and fairness guarantees, with many studies seeking
mechanisms that simultaneously respect individual privacy preferences and ensure equitable utility across demographic groups. INO-
SGDI[O0] sits within the utility imbalance and subgroup disparity analysis cluster, addressing how individualized noise injection can
exacerbate performance gaps between subpopulations. Its emphasis on balancing per-user privacy levels with group-level utility
contrasts with approaches like Privacy Fairness Post-Processed[1] and Adaptive Utility Optimization[2], which apply post-hoc corrections
or adaptive budget allocation to mitigate disparity. Nearby works such as Hash-Induced Unfairness[24] and Privacy at Price[8] further
explore how algorithmic choices and economic incentives shape fairness outcomes under personalized privacy, underscoring ongoing
debates about whether utility imbalance is an inherent cost of individualization or a design challenge amenable to principled solutions.

Related Works in Same Category

The following 1 sibling papers share the same taxonomy leaf node with the original paper:

1. Privacy at a Price: Exploring its Dual Impact on AI Fairness

Authors: Yang Mengmeng, Ding Ming, Mengmeng Yang, Qu, Youyang, et al. (15 authors total) | Year/Venue: 2024 + arXiv.org | URL: Vie
W paper

Abstract

The worldwide adoption of machine learning (ML) and deep learning models, particularly in critical sectors, such as healthcare and
finance, presents substantial challenges in maintaining individual privacy and fairness. These two elements are vital to a trustworthy
environment for learning systems. While numerous studies have concentrated on protecting individual privacy through differential
privacy (DP) mechanisms, emerging research indicates that differential privacy in machine learning models...

Relationship Analysis

Both papers belong to the same taxonomy category examining how differential privacy mechanisms affect utility and fairness across
demographic subgroups. While the original paper (INO-SGD) focuses on addressing utility imbalance under individualized differential
privacy by proposing a novel algorithm that strategically weights gradients to improve performance on more private data, the candidate
paper empirically investigates the non-monotonic relationship between privacy levels and fairness disparities, demonstrating that
accuracy gaps across subgroups initially grow but then diminish at higher privacy levels. The key difference is that the original paper
proposes a solution (INO-SGD algorithm) for utility imbalance under individualized privacy budgets, whereas the candidate paper
provides an empirical analysis of how standard differential privacy affects fairness without proposing algorithmic interventions for
individualized settings.


https://arxiv.org/abs/2506.20290v1
https://arxiv.org/abs/2402.16028v5
https://ieeexplore.ieee.org/abstract/document/9751049/
https://doi.org/10.48550/arxiv.2402.03531
https://doi.org/10.1007/978-3-030-92310-5_80
https://arxiv.org/abs/2305.13878v1
https://doi.org/10.1109/satml64287.2025.00058
https://arxiv.org/abs/2508.21815v1
https://doi.org/10.1145/3308560.3317584
https://arxiv.org/abs/2511.18876v1
https://doi.org/10.48550/arxiv.2402.10473
https://doi.org/10.48550/arxiv.2402.10473
https://arxiv.org/abs/2402.15603v2
https://scholarworks.uark.edu/etd/3960
https://doi.org/10.1109/syscon48628.2021.9591252
https://arxiv.org/abs/2001.04958v2
https://doi.org/10.1109/tifs.2025.3528222
https://doi.org/10.48550/arxiv.2402.03011
https://arxiv.org/abs/2511.22515
https://doi.org/10.48550/arxiv.2304.12845
https://doi.org/10.48550/arxiv.2501.05535
https://arxiv.org/abs/2407.00873v1
https://doi.org/10.3390/fi17120539
https://arxiv.org/abs/2509.14275
https://www.semanticscholar.org/paper/e899aabb45440e4b8f58b891883ca0bdd11e3a36
https://www.semanticscholar.org/paper/e899aabb45440e4b8f58b891883ca0bdd11e3a36

Contributions Analysis

Overall novelty summary. The paper proposes INO-SGD, an algorithm that addresses utility imbalance arising when users set
heterogeneous privacy requirements under individualized differential privacy (IDP). It resides in the 'Utility Imbalance and Subgroup
Disparity Analysis' leaf, which contains five papers examining how DP exacerbates accuracy gaps across subgroups. This leaf sits within
the broader 'Fairness and Utility Imbalance under Differential Privacy' branch, indicating a moderately populated research direction
focused on understanding and mitigating disparate impacts of privacy mechanisms.

The taxonomy reveals that neighboring leaves address related but distinct concerns: 'Joint Fairness and Privacy Optimization in
Federated Learning' (six papers) focuses on FL-specific fairness-privacy trade-offs, while 'Fairness-Aware Mechanisms for Centralized DP
Models' (nine papers) develops training-time interventions for centralized settings. The 'Individualized and Personalized Privacy
Mechanisms' branch (eleven papers across three leaves) explores heterogeneous privacy budgets but does not explicitly target utility
imbalance. INO-SGD bridges these areas by proposing a centralized training algorithm that both satisfies IDP and mitigates the resulting
utility gaps.

No literature search was conducted for this analysis, so no candidate papers were examined and no refutation statistics are available.
The contribution-level analysis shows zero candidates examined for all three contributions: the INO-SGD algorithm, the IDP-induced
utility imbalance analysis, and the INO-SGM generalization. Without empirical search results, we cannot assess whether prior work
overlaps with these specific algorithmic or analytical contributions. The taxonomy context suggests the problem space is recognized, but
the novelty of the proposed solution remains unverified by this limited analysis.

Given the absence of a literature search, this assessment relies solely on taxonomy structure and sibling paper positioning. The paper
appears to occupy a recognized but not overcrowded niche at the intersection of individualized privacy and utility imbalance. A full
novelty evaluation would require examining the sibling papers and related leaves to determine whether INO-SGD's strategic down-
weighting approach or its IDP-specific design represents a substantive advance over existing disparity mitigation techniques.

This paper presents 3 main contributions, each analyzed against relevant prior work:

Contribution 1: INO-SGD algorithm for addressing IDP-induced utility imbalance

Description: The authors introduce the Individualized Noisy Ordered SGD (INO-SGD) algorithm that addresses utility imbalance arising
from individualized differential privacy requirements. The algorithm strategically assigns importance scores to gradients based on loss
ordering, down-weighting less important gradients while preserving IDP guarantees and improving model performance on data from
owners with stronger privacy requirements.

This contribution was assessed against 0 related papers from the literature. Papers with potential prior art are analyzed in detail with
textual evidence; others receive brief assessments.

Contribution 2: Analysis of IDP-induced utility imbalance problem

Description: The authors identify and theoretically analyze a critical utility imbalance problem in individualized differential privacy
settings, showing that data from owners with stronger privacy requirements may be severely underrepresented in trained models. They
demonstrate that this problem differs from standard data imbalance and cannot be solved by existing techniques.

This contribution was assessed against 0 related papers from the literature. Papers with potential prior art are analyzed in detail with
textual evidence; others receive brief assessments.

Contribution 3: INO-SGM mechanism generalizing INO-SGD

Description: The authors develop a generalized individualized differential privacy mechanism called INO-SGM that extends the INO-
SGD approach beyond stochastic gradient descent. This mechanism provides a broader framework for applying score-based ordering
while maintaining IDP guarantees.

This contribution was assessed against 0 related papers from the literature. Papers with potential prior art are analyzed in detail with
textual evidence; others receive brief assessments.

Appendix: Text Similarity Detection

No high-similarity text segments were detected across any compared papers.
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